RfP for IS Audit for FY 2009-10 
Pre bid Queries & Clarifications
	No.
	Query
	                          Clarification 

	1
	Location of IS Audit  
	Mumbai Office and Chennai office.  IT management is done from the same office at respective centers.
Office visit for carrying out IS audit at both centers is required. Second and subsequent visits will be required only to Mumbai office.  

	2
	Risk assessment requirement: 
Whether risk assessment has been done earlier? If so, when? 
Whether that report will be made available during the audit? 
Whether risk assessment is restricted to the technical components as listed in the scope of this RfP?
	Risk assessment has been carried out once during last year. 
The report will be made available during the audit. 
If there are certain risks which are not specifically mentioned in the scope but are areas which need to be accounted for, it will be required to indicate those risks in the assessment report.

	3.
	IT Control review
	Quarterly compliance progress and Quarterly Compliance report are the same.

	4
	Time frame for deliverables
	The time frames mentioned in the RfP document will follow the calendar days. 

Follow up activity is required to be carried out with Chennai office and Mumbai office coordinating officials only.

	5
	Location of servers under scope of network security audit
	Servers for audit are located in the same building both at Mumbai  and Chennai office.

	6
	Network Security audit would be conducted on representative category of servers and devices as doing audit of each of the servers like 40 windows servers would be time consuming.
	Random selection on representative category of servers and devices will be sufficient. However, all representative category must be included in the selection.

	7
	VA & PT – How many servers will be covered and how many IP addresses will be there. What is the scope of VA & PT. Will the sites be over internet or intranet.
	We are considering only external network vulnerability. 

SIDBI has implemented two layer firewall architecture with NIPS at the perimeter for security in addition to antivirus loaded on all servers/desktops/laptops. Further SIDBI has implemented proxy server with web caching, content filtering and antimal ware for Internet access. On the perimeter firewall, different zones have been created to host various servers for access from public network. 

SIDBI requires the vendor to carry out External Network Vulnerability Assessment and Penetration Testing. 
The onsite scope of work includes conducting of assessment testing of following network devices and servers hosted in DMZ:

PIX firewalls [in HA mode]

Cisco NIPS

Fortigate firewalls [in HA mode]

Public IP’s – 6 Nos

     Servers–6Nos  
The sites will be over internet only. 

	8
	How to quantify loss exposures based on estimated frequencies.
	Loss exposures may be quantified as High, Medium, Low ratings. No financial exposure towards loss is required to be evaluated.


