	TENDER FOR  Information Systems Audit 2011-12

	Tender No.:  314/2012/818/HO1      Dated :  October 31, 2011

	Pre-bid Meeting and Clarifications

	Sr No
	Vendor’s Query 
	Tender Reference
	SIDBI’s response

	1
	Whether the evidence given below can be submitted for 

“The bidder should have a minimum turnover of at least 3 cores in the past 3 years (2011-10, 2010-09, 2009-08) “

Certificate issued from the firm which shows the turnover for the last 3 years.
	Ref 5.1                 Page No 18               at Sr No. 3
	A copy of audited balance sheet , profit and loss statement for the last three years along with auditor’s report to be furnished. 
OR

CA certificate can be provided as evidence as mentioned in RfP.


	2
	The bidder should be maintaining / having positive networth and cash profit (i.e. no cash loss) in 2 years out of last 3 years. Provide Annual report or CA certificate for last three years mentioning the turnover, net worth and cash profit.

Balance sheet for last 3 years. The balance sheet provide profit details after tax.
	Ref 5.1                    Page No 18             at Sr No. 4
	

	3
	Whether VA/PT has to be conducted on all Servers at DC/DR site or on sampling basis.
	Ref.3.3.                     Page no. 13,               at sr. No 14.
	VA/PT should be done for all servers at Mumbai (DC) as per tender document.  



	4
	Whether to conduct VA & PT in Chennai DR Site.
	Ref.3.3.                Page no. 13,              at sr. No 14.
	VA/PT need not be done at Chennai DR site.

	5
	Scope of IT Control Review (ITCR) - WAN Management and Network Administration – Issues at branch level - We would like to know Bank’s  expectation from this activity.

Whether Branch Visit is required? If Yes how many Branches need to be covered and their locations are required to arrive at correct efforts estimation.
	Ref.3.2.2              Page No 12,         at Sr. No. 18
	Chennai  Location:

(Chennai DR Site, Southern Zonal Office and Chennai Branch Office). All offices are located in one building at Overseas Towers, Door No.756 L, Opp. TVS, Anna Salai, Chennai
At least one visit for carrying out IS audit at the above mentioned center is required. 

	6
	Scope of Network and Security Audit (N&SA) : - 

Internet and SIDBI Website

We would like to know Bank’s expectation from this activity e.g. Whether SIDBI Website penetration testing is expected? Please let us know the exact scope to arrive at correct efforts estimation.
	Ref.3.2.3               Page No 13, 

at Sr. No. 5
	SIDBI Website penetration test is to be carried out.  The audit firm is required to conduct VA/PT,  and suggest recommendations for mitigation of Vulnerability.

	7
	Scope of Network and Security Audit (N&SA) : -

Vulnerability Analysis (VA) and Penetration Testing (PT)

a. We would like to know whether all the servers (AIX, HP Unix, Linux, Windows) and all the network and security devices need to be covered for Vulnerability Analysis located at Mumbai.

b. We would like to know whether Vulnerability Analysis will be one time activity or need to be done on quarterly basis.

c. We would like to know whether Penetration Testing is internal or external.

d. In case of internal penetration testing, we would like to know whether all the servers and security devices located at Mumbai needs to be covered in internal PT. 

e. In case of external PT, we would like to know number of public IP address and frequency of testing.


	Ref.3.2.3               Page No 13,         at Sr. No. 14
	a. Yes, Vulnerability analysis needs to be done for all servers and security devices located in Mumbai .

b. The Vulnerability analysis will be one time activity. 
c. We are considering only external network vulnerability. 

d. Not applicable 
e. SIDBI has implemented two layer firewall architecture with NIPS at the perimeter for security in addition to antivirus loaded on all servers/desktops/laptops. Further SIDBI has implemented proxy server with web caching, content filtering and antimal ware for Internet access. On the perimeter firewall, different zones have been created to host various servers for access from public network. 

SIDBI requires the audit firm to carry out External Network Vulnerability Assessment and Penetration Testing. 

The onsite scope of work includes conducting of assessment testing of following network devices and servers hosted in DMZ:

PIX firewalls [in HA mode]

Cisco NIPS

Fortigate firewalls [in HA mode]

Public IP’s – 6 Nos

Servers–6Nos  

The sites will be over internet only. 

	8
	3.3. Expected Deliverables - Quarterly Compliance Progress . We would like to know whether Bank is expecting only confirmatory audit of initial audit in Quarterly compliance progress for Application software audit, IT Control Review, Network & Security Audit. Please let us know.
	Ref. No. 3.3           Page No. 14
	The audit firm needs to submit quarterly compliance progress to the Bank. There is no requirement for the audit firm to visit the branches for carrying out compliance audit on quarterly basis.



	9
	3.6. Time frame of the deliverables –

The actual audit exercise must be completed within 30 Calendar days of placing the individual order in case of ITCR  .  We would like to know whether Bank can extend this period to 45 Calendar days instead of 30 Calendar days considering overall scope of the activity.
	Ref.3.6              Page No 15
	The audit exercise must be completed within 30 calendar days of placing the order in case of ITCR and Network & Security Audit as mentioned in the RfP. 



	10
	3.6. Time frame of the deliverables -  

All the draft reports of the agreed deliverables should be submitted by the firm within 50 days of the commencement of the audit. 

We would like to know whether Bank can extend this period to 90 Calendar days instead of 50 Calendar days considering overall scope of the activity.
	Ref.3.6            Page No 15
	All the draft reports of the agreed deliverables should be submitted by the firm within 50 days of the commencement of the audit, as mentioned in the RfP.

	11
	3.6. Time frame of the deliverables -  

It is not required to visit branches for verifying compliance. However, written and signed communication of compliance from branches have to be analysed by Audit firm for compliance and acceptance.

a. We would like to know what will be the scope of audit at Branch level.

b. How many Branches need to selected and their location details.
	Ref.3.6            Page No 15
	1. Mumbai location : 

(Mumbai Office, Western Zonal Office, and Bandra Kurla Complex Branch Office). All offices are located in one building at SME Development Centre, Bandra Kurla Complex, Bandra(East), Mumbai

2. Chennai  Location:

(Chennai DR Site, Southern Zonal Office and Chennai Branch Office). All offices are located in one building at Overseas Towers, Door No.756 L, Opp. TVS, Anna Salai, Chennai


	12
	1.2 Functionality and Process Flow in brief

Interfaces :

2. RNMS 
3. MIS

4. ALM

We would like to know whether interfaces i.e. RNMS, MIS & ALM needs to be covered as a part of Application Software Audit (ASA)
	Ref 1.2               Page No. 39
	The software audit of modules like RNMS, MIS and ALM are not part of the scope of this audit. But whether the interfaces are working in the manner in which they are supposed to work between the applications and the interfaces will form part of the scope. 

	13
	Scope is not clear for Network & Security Audit (Project 3).  Will this cover Penetration testing or we need to do configuration audit as well.
	Ref 3.2.3               Page No. 13
	Please refer page no. 13 where the focus of the audit is mentioned in the RfP. 

Penetration testing is one of the points in the Network & Security Audit scope.

	14
	If network penetration testing is there, will it cover both external and internal PT
	Ref 3.2.3               Page No. 13
	Please refer point No. 7(c) above.

	15
	No of IPs and devices for Project 3.
	Ref 3.2.3               Page No. 13
	Please refer to Annexure II in Page No. 34 and point No. 7(e) above.

	16
	Do you need additional executive summary or just executive summary in final report will do.
	Ref 3.3               Page No. 14
	Executive Summary report may be provided along with the final audit report. 

	17
	Reporting format : just PDF or any other format doc or XLS
	Ref 3.3               Page No. 14
	One set of hard copy and softcopy (in MS Word format) of all audit reports including Executive

Summary have to be submitted.

	18
	Please advise the rationale of fixing the turnover criteria at Rs.3 crores for a work costing around Rs. 1 lac.


	Ref 5.1

Page No.18

at Sr. No. 3
	The matter has been reviewed and the minimum turnover now has been revised to  `1.5 crore.

	19
	Extension of time
	Page no 5
	Pre-bid queries / clarifications –  23/11/2011
Response to Pre bid queries / clarifications to be posted on website – 25/11/2011
Last date of submission of bids – 02/12/2011 by 3.00 PM


